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It is the policy of the Department of Behavioral Health (DBH) to protect
against the unauthorized or unlawful access, use, or disclosure of
confidential medical information in accordance with the Confidentiality of
Medical Information Act (CMIA).

To implement Assembly Bill 211 (AB 211) and Senate Bill 541 (SB 541) for
the assurance of compliance with CMIA by:

e Establishing and implementing appropriate administrative, technical
and physical safeguards that protect the privacy of a client's medical
information.

» Reasonably safeguarding confidential medical information from any
unauthorized or unlawful access, use, or disclosure.

e Providing training to all staff that is impacted by the implementation of
this policy.

e Informing any provider of health care of the imposition of
administrative fines for violating unauthorized access penalties, for
violating immediate jeopardy deficiencies, and for deficiencies not
causing immediate jeopardy.

¢ Implementing reporting procedures to be followed when violation of
this policy has been identified.

e Enforcing appropriate sanctions that will be applied to employees who
violate the requirements of CMIA and/or DBH’s Unauthorized Access
of Confidential Medical Records Policy.

Unauthorized Access: inappropriate access, review or viewing of client
medical information without direct need for medical diagnosis, treatment or
other unlawful use not permitted by either CMIA, or by other statutes or
regulations governing the lawful access, use or disclosure of medical
information.

Medical Information: any individually identifiable information, in electronic or
physical form, in possession of, or derived from a provider of health care
regarding the client's medical history, mental or physical condition, or
treatment.  Individually identifiable information includes or contains any
element of personal identifying information sufficient to allow identification of
the individual, such as the person’s name, address, electronic mail address,
telephone number, or social security number, or other information that, alone
or in combination with other publicly available information, reveals that
individual’s identity.
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